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What is Physical Unclonable Functions?

Collision Probability≒1/15B ≒1/234 Collision Probability = 1/2Bits Stream Length 

Human Finger Print                IC Finger Print 



Micor PUF - Ideal Entropy Source 

Chip A  

Chip B  

Chip B’s Unique ID 

NeoPUF  

NeoPUF  

Chip A’s Unique ID 

Physically Unclonable Function 

¾Deep-rooted Root of Trust             
Based on uncontrollable silicon 
manufacturing variations 

¾Unclonable & Unpredictable       
Manufacturing variations cannot be 
controlled or replicated 

¾Chip-Unique                                     
Every Chip bears its unique  
9Chip ID  
9Entropy  source  

¾Anti-counterfeit & Royalty 
countion 

Ideal Entropy Source 
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NIST 800-22 Randomness Test 
•Pass the statistics randomness test based on 
accumulated corner samples 
(TT/FF/SS/SF/FS/OX+/OX-) including >3M cells. 
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AIS-31 Randomness Test 
•Pass the statistics randomness test based on 
accumulated corner samples
(TT/FF/SS/SF/FS/OX+/OX-). 

PASS  
(Complete and Successful) 

PASS  
(Complete and Successful) 

PASS  
(Complete and Successful) 



What We Achieve 

Metrics              Check by             Micor PUF    Ideal  

Randomness       Hamming Weight (HW) 50% 50% 

Uniqueness       Hamming Distance (HD) 50% 50% 

Stability             Bit-Error-Rate (BER) 0 0 

Repeatability/ 
Identifiability Intra-ID HD 0 0 
Productivity       Processes compatibility

Yield & reliability
All Verified Corners  
Qualification Pass Producible 



Comparison 

RAWTech. 
SRAM PUF         PUF               Benchmark 

SRAM 
with NVM  

Helper 

Key Pool (bit)          >16k              256             64Kb 64Kb or higher  

Bit Error Rate 15%~30% 0                  0 Stable; No Aging 

Help Algorithm Voting, Pre-Burn, ECC No No Helper 

Inter/Intra HD             6 ∞             ∞               ∞ 
NIST800-22 Partial PASS PASS 

Op. Temp.                      <850C                  -40~1750C Auto Grade 


